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Monitor the Internet for “Phishy” Domains
Phishing and other cybercrime campaigns often use deceptive domain names to accomplish their nefarious goals. 
These lookalike domains can allow criminals to pose as employees or partners by spoofing email addresses, or to 
create deceptive links for the victim to click on. Phishing is the most often-used vector in successful data breaches; 
it targets an organization’s employees, its customers, or the world at large, with alarming effectiveness. Fake 
website and phishing scams cost the average-sized organization nearly $4 million annually. Prevention is key and 
starts with monitoring the Internet for “phishy” domain name registrations.

DomainTools discovers more newly-registered domain names every day than any other organization in the world. 
PhishEye enables you to identify existing and new domains that spoof legitimate brand, product, organization, or 
other names, so that you can carry out defensive or investigative actions against them. 

Protect your Organization with PhishEye
• Move from reactive to proactive, by identifying dangerous domains before they cause harm

• Disrupt spearphishing, such as business email compromise attacks, by blocking lookalike domains before the 
attacker uses them

• Mitigate or prevent brand damage caused by illegitimate domains

• Identify registrants of spoofing domains in order to monitor or initiate legal action against them

Key Features and Benefits
• The world’s largest database of domains, with algorithmic generation of typos, prefixes, suffixes, and exact 

string inclusions, in order to find the widest variety of relevant domains

• Alerts that notify you of new domain registrations—whether or not the registrant has provisioned the 
domains in DNS

• Domain profile information on all discovered domains, including DomainTools Reputation Score, registrant, 
and other information

• Direct export to DomainTools Iris for deeper investigation

• Export to .csv for easy building of custom domain/IP blacklists

• RESTful API for automation and integration with SIEMs, TIPs, other security or forensics systems
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Who Uses DomainTools?
The largest organizations in the world across all  
major verticals, including:

• Banking and Finance

• Healthcare

• Energy and Utilities

• Government

• Technology

Try it Out
If you would like to experience the power of PhishEye, 
please email sales@domaintools.com or call  
206-838-9020.

 

Discovering suspicious or malicious domains is valuable, but it is often 

necessary to go deeper, to understand more about the threat actors who 

register these domains, and the infrastructure they control. DomainTools Iris 

provides unparalleled visibility into domains, registrants, IP addresses, and 

other profile information that helps complete the picture of an adversary. 

With a click, you can export the domains discovered in PhishEye into Iris. 

Then, by examining and pivoting on the multitudes of datapoints in Iris, 

you may discover much more about the adversary in order to build more 

comprehensive defenses against them.

PhishEye and Iris: a 1-2 Punch Against Phishers


